I'. ST,

| & Y
O S | | )F Standards and Trade é;’:;i
CWV-E Development Fac ility R
!

users GUIDE

roR WEB APPLICATION
FOR THE

GENERAL PLANT
PEST SURVEILLANCE



Inter-American Institute for Cooperation on Agriculture (IICA), 2017

[SROICN

User's guide for web application for the general plant pest surveillance
by IICA is published under license Creative Commons
Attribution-ShareAlike 3.0 IGO (CC-BY-SA 3.0 IGO)
(http://creativecommons.org/licenses/by-sa/3.0/igo/)

Based on a work at www.iica.int

[ICA encourages the fair use of this document.
Proper citation is requested.

This publication is available in electronic (PDF)
format from the Institute's Web site: http://www.iica.int
and http://www.cosave.org

Editorial coordination:

Maria de Lourdes Fonalleras, Annamaria Narizano y Florencia Sanz
Translator: Ariel Barreiro

Layout: Victor Hugo Vidart

Cover design: Victor Hugo Vidart

Printed: Digital

User's guide for web application for the general plant pest
surveillance / Inter-American Institute for Cooperation on
Agriculture, Comité de Sanidad Vegetal; Ariel Barreiro - San
Jose, CR.: 1ICA, 2017.
A4.;297cmx2lcm.

ISBN: 978-92-9248-687-7
Published also in spanish

1. Information management 2. Innovation adoption 3.
Decision support tools 4. Mesure phytosanitaire 5. Computer
software 6. Information and Communication Technologies
(icts) 7. Access to information 8. Pest control I IICA IL
COSAVE 1II. Barreiro, Ariel 1V. Title.

AGRIS DEWEY
C30 005.740 68

San José, Costa Rica
2017



ACKNOWLEDGMENTS:

This Guide was developed as a result of the component aimed at strengthening plant
pest surveillance in the framework of STDF / PG / 502 Project "COSAVE: Regional
Strengthening of the Implementation of Phytosanitary Measures and Market Access”. The
beneficiaries are COSAVE and the NPPOs of the seven countries that make up COSAVE.
The Standards and Trade Development Facility (STDF) fund it, the Inter-American Institute
for Cooperation on Agriculture (IICA) is the implementing organization and the IPPC
Secretariat supports the project.

The editorial coordination was in charge of Maria de Lourdes Fonalleras, Annamaria
Narizano and Florencia Sanz.

Maria de Lourdes Fonalleras, Annamaria Narizano y Ariel Barreiro, have defined the
original structure of this Guide.

The content development corresponds exclusively to Ariel Barreiro expert contracted
especially for the project.

The technical readers that made important contributions to the content of the Guide are
the specialists in Phytosanitary Surveillance of the NNPO's participating in the Project:

Pablo Cortese, Guillermo Gaudio, Roger Pablo Flores, Ramon Campomane and Maria
José Battaglia from Servicio Nacional de Sanidad y Calidad Agroalimentaria— SENASA
from Argentina;

Jesulindo de Souza Junior, Ricardo Kobal Raski, Dalci De Jesus Bagolin and Paulo Parizzi
from Secretaria de Defensa Agropecuaria del MAPA from Brasil;

Luis Sanchez Shimura, Edgar Delgado Vargas, Geordana Zeballos Cespedes José Carlos
Claros Zeballos, Maria Magdalena Galindo Vasquez, Dunia Gutierrez Orellana, Jose
Berdeja Ancalle, Milton Cortez, German Rocabado Garcia, Mauricio Samuel Ordoriez
Castillo, James Never Mejia Hoyos, Manfredo Sanchez Mancilla and Victor Hugo Fuentes
Coronado from Servicio Nacional de Sanidad Agropecuaria e Inocuidad Alimentaria —
SENASAG from Bolivia;

Marco Munoz Fuenzalida, Fermnando Alejandro Torres Parada, Gloria Castro, Carlos Cortes-
Monroy Dura and Ilania Astorga from Servicio Agricola y Ganadero — SAG from Chile;

Katya Bogado, David Batte, Maria José Britos, Betina Chaparro, Derlis Cardozo, Adriana
Beatriz Caballero and Amancio Coronel Bedoya from Servicio Nacional de Calidad,
Sanidad Vegetal y de Semillas — SENAVE from Paraguay;

Johny Fernando Naccha Oyola, José Manuel Galarza Bazan, Efrain Arango Ccente and
Enne Maria Carrillo Esquerre from Servicio Nacional de Sanidad Agraria — SENASA from
Peru;

Mario de los Santos, Elina Zefferino de la Fuente y Maria Noelia Casco Mila from Direccion
General de Servicios Agricolas — DGSA/ MGAP from Uruguay

We express special appreciation to all of them.

Finally, we thanks Victor Hugo Vidart by diagramming the document.



INDICE

Introduction 2 Tools 29
Reports 29
Public access 3 Crops 29
Home page 3 Pests 33
Pest advanced search 4 Enquiries 35
Collaborators 4 New enquiry 35
Responses 38
Private access 5 Administering responses 39
Initial configurations 6 Requirements and installation 40
Site information 6 Disk space 40
Country information 7 Web Server 40
State/provinces, Government Database 40
agencies and institutions 7 PHP 40
Detection or suspicious Installation and configuration 41
notification 8 Google Maps API Key 41
Enquiry notifications 9 Application credentials 42
Administration 10 Extensibility and information
Lists, categories and taxonomies 10 for developers 43
Add/edit content 13 File structure 43
Country 14 Specific modules 44
Pests 15 Specific themes 44
Phytosanitary condition 18 Roles and permissions 44
Crop 19 Content type and fields 47
Collaborators 21 Reports templates 48
Bibliography 22 Views 48
Content administration 25 Rules 49
Filters 26 Taxonomy manager 50
Result tables 27
Tabs and edit links when References 50
viewing content 28
PAG



INTRODUCTION

The application was developed with
Drupal, a web application and content
management framework. It is an open
source framework with simple
requirements and available for the most
common computer architectures.

Drupal allows for a very custom
configuration and extension beyond the
scope of the application explained here.
This guide covers the usage and
administration of the specific
functionality developed for general
surveillance and not every possible
configuration available in Drupal.

For more information regarding Drupal,
we suggest starting with the online
documentation available in its official

site:
https://www.Drupal.org/documentation

Please refer to the requirements and
installation section for technical
requirements and the installation guide
of the site.




PUBLIC ACCESS

HOME PAGE

Ir'"-' n.l General surveillance Information System

Phytosanitary database

Type the common or scientific name of a pest

T Actvnnced soanch \

Collaborators network
Type the nams of an sxport

Autocomplete lelds

R Achvancod spanch
Submission form lor detection or suspicious of pests

« IndgeTn ary pest chelacton of Suspeion of peesence
Lol us know of @ now pest or a change in presence of o known ong,

The home page allows to access all of the public
information of the system. The text fields for
"Phytosanitary database” and "Collaborators
network" are autocomplete, which means that you
will receive suggestions as you type. If one of
those suggestions is selected, the system will load
directly that selection, otherwise an advanced
search will be triggered with the text input.

From that same page, users can log in to the
system as well as access the submission form for
detection or suspicion of pests.



PEST ADVANCED SEARCH

General survelllance Information System  Login

Pests

Sirngie 5] Filters
Search

Pest type Crop

Afected orman Phytosanitary condition

| Tuta absoluta
‘h‘“‘-— Results

Comman namss: 1uta

Pest type: Insect

Taxonomy: Insect: Hymenoptera, Diprionidag
Fead Mo

Pest advanced search page allows to filter pests
using a combination of different fields available.
The "Search’ field is a free text filter that matches
scientific name, common name and synonymy.

COLLABORATORS

The collaborator network data, both on the home
page and on the advanced search page, work in a
similar way to the pests’ screens, only with related
filters and results for collaborators.



PRIVATE ACCESS

Y General surveillance Information System
4

Log in

E-mail or usermame *

Erfay yoLr s-rmm SO0 0F LS TaETH

Password *

B thi Dasswmhnd Tl REcOmparned your &
Log in

The login screen is accessed
through the “Login” link in the
main menu. It is a page where you
can enter you email and password
given by the site administrator. It
is also possible to request a new
password and reset yours.



INITIAL CONFIGURATIONS

The application needs some initial settings before starting to add
the content explained in the following chapters. Below are the
different initial settings and configurations. The application has a
main settings page with shortcuts to different parts of the site in
order to ease with this setup.

" People  Configunessss ria {i it R Leond: st

¥ Sipies/Provences: |
4, Supie pgengiey 1

%, inunan | Sharteuts

&, a0 Sevestain fediBEation
F. Low sy nofiRcation

A {dd ensquery revhondar

SITE INFORMATION

This page is to set the main site name as well as a site-wide email
address that will be used for all ongoing notifications.

SETTINGS SHORTOUTS

|I!IEonhgumlun oprians thai needs secting up.
2. Countly tonhguration: OK

3. SratesfProvinces: §

4, State gencies; 1

5. Institutions: 1

6. Edit detection notificatien
7. Edit enguiry notiRcation
8, Edit enquiry reminder



COUNTRY INFORMATION

From the main settings page, you can create the country node as
explained below as well as edit it once created.

Create and edit country information

A country must be selected, once create it will be automatically set.

The country fields and further information into adding and administering
content are explained below.

STATE/PROVINCES, GOVERNMENT
AGENCIES AND INSTITUTIONS

The application needs to have some
mandatory lists with enough
information so that the fields
explained below that relies on these
lists will have information to work.

The states/provinces have an extra
field for geographical coordinates.
It must be filled and will be used
to show pests’ phytosanitary
condition in a map widget. It's a
simple representative coordinate
of the state/province, not a
specific coordinate of the pest
presence.



DETECTION OR SUSPICIOUS NOTIFICATION

SETTINGS SHORTCUTS

Shortcuts 1o diffesent configuration oplions that nesds setting op.
1, Site infarmation
2. Country canfiguration: OK
3, States,/Pravinoes: 1
4, State agencies; 1

5. Institutions: 1 Kﬂ""
6, Edit detection nolifcation

¥, Edit enguiry natification

8. Edit enguairy reminder

The content and various email parameters of the notification sent
after submitting a detection or suspicious can be edited on this
page. The following are the main fields:

CC RECIPIENT
The mail's carbon copy address. You may separate multipbe addresses with comma.

Value

BCC RECIPIENT

The mail's blind carbon copy address. You may separate multiphe addresses with comma,

Value

SUBJECT
The mail's subject.

Value *
Detection o suspicon recaived

BODY
The mail's HTML bady. Will be formated wsing the text Tormar selected on the settings page.

Value
Daar [deteccion:Beld-nombre];

We have received your submission of a detection or suspicion of [deteccion:titha) in the country. We have internaly registerad it with an identification nurmiar



ENQUIRY NOTIFICATIONS

SETTINGS SHORTCUTS

Shortcisrs 1o different configuration oplians that needs Serling up.
1. Sice infarmation
2. Cowntry configuration: OX
3. Suares fProvinces: 1
4, State agencies; 1
5, Instirutions: 1

6. Edit detection notfication
7. Edit enguiry h@[l'ltﬂtlurﬁ
8. Edit enquiry reminder

As with the previous notification, these are the main fields of each
notification that is sent when the collaborators enquiry feature is used:

SUBJECT

The mail's subject.
Value
Foonsulbatithe]

MESSAGE
The mail's message body,

Value *
Dear collaboratar,

We are pleased to invite you to eccass [consulta-urlvalee] in order to provide details in relation to the phytosanitary condition of cartain pests of interest for



ADMINISTRATION

Once logged in, all of the administration options are available in the
top black bar. The available items depend on the role assigned to each
user. This guide covers up to the advanced administrator role, which is
the one that can administer all of the features of the application.

PeoqHe onhguration

survaillance Information System

Ensjuiies
Pt

Fhitpsanitany condithon

[T

My account

Hello adminisEraior

Administration pages uses a different theme, simplified and better suited for

administration forms.

LISTS, CATEGORIES AND TAXONOMIES

The application has different lists that can be administered independently
from the content. They are used site-wide and allow to enter content
preventing typing errors and properly categorizing the content.

In a Drupal application, these lists are called Vocabularies.

The application comes pre-configured with all the necessary vocabularies.

Halla pdminkterator  Log oot

FlomiE « Amiseire

Taxonomy

VOCABULARY NAME

#=  Hbliograohy 10

= Colfaborator specialty

o= - Crog group

f=  Crogs (SClem i names)

o Gowernemant agancty

Show row weaghii

o<t vocsbulary

bkl Lty

eIk work

T

eIt vorabulary

sl | voCablany

adlie viorahulasy

Eot) lgaey

4o lerma

HL beEEn Ao fermm

FL L add verms

LI il Al BErmk



Pre-configured vocabularies:

Crops: Scientific names for each crop. This list is used in Crops, Pests,
Bibliography, Reports and enquiries.

Specialty: The specialty of each collaborator. This list is used in
collaborators.

Crop group: This list is used in Collaborators.
Bibliography ID: This list is used in Bibliography.

Institution: Different institutions or publishing companies where a
collaborator could belong to. This list is used in Collaborators.

Government agencies: This list is used in Collaborators.

Pests: Scientific names of pest. This field is used in Pests, Phytosanitary
condition and bibliography.

State/provinces: This list is used in Phytosanitary condition, Detection,
Collaborators, reports and Enquiries.

Taxonomy for each pest type and crops: Hierarchical list of
taxonomies for each type of pest as well as for crops. These lists are
used in Pests and Crops.



Creation and edition of terms on each vocabulary is the same for every
vocabulary and all share the same form and general fields.

Those fields are:

¢ Name: Free text field.
¢ Relations

» Weight: Numeric field. Lists are normally ordered alphabetically.
This field allows to ordering.

» Parents: Simple selection field. For hierarchical lists, it is possible to
select the parent of each containing term.

Home » Admisnirazan » Sirecturs « Taxonamy = inatipation | publisker

Institution/ publisher

Madme *

» RELATIOMNS

Live

Some vocabularies may have
additional fields that could/must be
completed as well. For example,
there's a coordinates field on the
state/provinces list.



ADD/EDIT CONTENT

Add and edit content screens are exactly the same, only that an edit page has
all of the fields with the existing information.

For each change, the application is configured to keep a revision of the content,
so every content addition page had the following common form element:

Hevision information
MNew iavidsss

Rewvision log message

Provide an explanation af the changes you are making. This will help oiber authors wnderstand your
motvation

Save

In case you want to store a reference for the change you are making to the
content, you can use the Revision message that will be displayed in the revision
history of the content.

To complete with the addition or update of the content, you need to click on
the Save button towards the end of the form.

In case of a failed
validation, error messages

will be displayed at the
top of the page with the
affected fields in red.




» COUNTRY

To add/modify the country, please refer to the.

Country content type holds general information of the country. It has three
vertical tabs where you can edit its fields.

The first tab has the following fields:

Country name: Free text field.

Coordinates: Special field that uses Google Map widget to store a
geographic coordinate. You can write an address, city or location to
search and store that coordinate. You can also then choose a
different point by clicking on the map. The purpose of this field is to
choose the center most point of the country, that will be used as the
center of the map shown when viewing pests.

Flag: File upload field. Country flag.

Introduction: Free text field.

The second tab has the following fields, which are mainly used for
reports/dossiers:

Introduction: Free text field.
Physical information: Free text field.
Soil: Free text field.

Climate: Free text field.

Information extra: Free text field.
NPPO: Free text field.

The third tab is for images and all are File upload fields:

Geographic location map
Physical map

Soil map

Temperature map
Precipitation map



PESTS <

Pests have three vertical tabs.

The first tab has the following fields:

Scientific name: Free text field, but the names are pulled from the pests’
scientific names list explained on. It is an autocomplete field. In case a
pest you are trying to add is missing you should add it on the list first.

Common name: Multiple free text field.
Synonymy: Multiple free text field.
Pest type: Simple selection field.

Taxonomy: Simple selection field. It depends on the selected pest type.
The taxonomy of each type is administered independently as explained
on. It is a hierarchical structure, allowing to browse the tree through
different dropdowns fields.

The second tab is for adding affected organs.

This tab allows to add one or more hosts (crops) for the pest and their affected
organs. It is also possible to flag the information as pending confirmation.

It has the following field:

To be confirmed: Checkbox.

To be confirmed because: Free text field where you
can enter the reason for not being confirmed yet.

Crops: Multiple selection field.
Affected organ: Multiple selection field.

You are allowed to enter different combinations of crops
and affected organs by using the Add another item button.

The third tab has general information fields:

Biology: Free text field.
Signs and symptoms / Damages: Free text field.
Predisposing conditions: Free text field.
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Hoame » Add conlgmt

Create Pest

Identificatian *

Shimy térar wirighily
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» PHYTOSANITARY CONDITION

The pest phytosanitary condition is administered separately from the pest
itself. It has the following fields:

o Pest: Free text field, but the names are pulled from the pests’
scientific names list explained on . It is an autocomplete field. In
case a pest you are trying to add is missing you should add it on
the list first.

» State/provinces: Multiple selection field.

+ Condition: Simple selection field.

Peést *

States /provinces

Conafitbon *
ABsam

Amyent queantine petl

Abyeal gquaraniine pest with areas under contingency plan
Present guarantine pest

Regulzed non-quaraning pest

Present widely disusibuted

Present with urintwn distribaoan

0 Prexent anly in some areas of 1he coundry



CROP <

This content is to store general information about the crop that could later

be used in reports and other parts of the application.

Crops has four vertical tabs where you can edit several groups of information.

The first tab has the following fields:
Scientific name: Free text field, but the names are pulled from the crops

scientific names list explained on. It is an autocomplete field. In case a

crop you are trying to add is missing you should add it on the list first.

Common name: It is a multiple free text field.
Crop type: Multiple selection field.

Taxonomy: Simple selection field. The taxonomy of each type is
administered independently as explained on. It is a hierarchical
structure, allowing to browse the tree through different dropdowns

fields.

The second tab has the following fields:

Image: File upload field.

Introduction: Free text field.

Taxonomy: Free text field.

Morphological characteristics: Free text field.
Phenology: Free text field.

Export product: Free text field.

Commercial varieties: Free text field.

Crop requirements: Free text field.

Phytosanitary surveillance system: Free text field.
Referenced bibliography: Free text field.

The third tab has the following fields:

Crop handling: Free text field.

Production areas and volumes: Free text field.
Production zones map: File upload field.
Exported volumes: Free text field.

Exported volumes map: File upload field.



The last tab has the following fields:

Fame » Add toalent

Create Crop

Crop handling for production of propagation material: Free text field.
Zones of propagation material procduction: Free text field.

Zones of propagation material production map: File 1ipioad field.
Propagation material exports: Free text field.

Propagation material exports map: File ugload field.

SLIUCTUNS Peopla =y Haplbo mdmlnkiranos Liog ot
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COLLABORATORS ¢

This content is to add personal information, both public and private of
those that would like to be included in the collaborators network of each

NPPO.

It has two vertical tabs. The first tab is for public information and every user
with access to public content will be able to see that while the second tab
is for private information and only those with a special permission will be
able to see it.

The first tab has the following fields:

Full name: Free text field.

Title: Free text field.

Specialty: Multiple selection field.

Area of influence: Multiple selection field.

Pest type: Multiple selection field.

Crop group: Multiple selection field.

Crops: Multiple selection field.

Notes: Free text field.

Email: Multiple free text field.

Phone: Multiple free text field.

Address: Multiple free text field.

Place of residence: Simple selection field. List of states/provinces
explained on .

Government agency: Multiple selection field. List of government
agencies explained on.

The second tab has the following fields:

@

Private email: Multiple free text field.
Private information: Free text field.



Home = Add content

Create Collaborator

Bublic *

Privaie

» BIBLIOGRAPHY

This content allows to relate a pests and crops. This information is later used
when viewing pests as well as reports.
It has two vertical tabs.

The first tab has the following fields:
Identification: Free text field. List of Bibliography ID explained on . If
the input is not found on the list, a new one will be added

Tabs

automatically.

Specialty © -

Agricultural Foology
Agricultre it mates
Agromeleonalogy
Bacteriology
ElnteLhnohogy
Botanicats
Entomalogy
Epidemniclogy
Exrensians

CERREE BT R Ng

Handiing

Year: Simple selection field.

Editors: Multiple free text field.
Authors: Multiple free text field.

Title: Free text field.



» Institution/publisher: Multiple selection field. List of
institutions/publishers explained on .

o Chapters: Free text field.

e Pages: Free text field.

e URL: Free text field.

o Consulted date: Date field.

o ISBN/ISSN: Free text field.

e Internal reference: Free text field.

e Attachment: File upload field.

The second tab allows to add the relationship between pests and crops.
Normally, bibliographies reference several pests and crops so you add it only
once and add all of the pests and crops that it mentions. You are also
allowed to flag a relationship as ‘ot valid” and note a reason about it. Not
valid references will not be shown on reports or pest view pages.

It has the following fields:

» Not valid: Checkbox field.

» Not valid because: Free text field. This is an optional field that appears
when the box above is checked.

o Pests: Multiple selection field. The names are pulled from the pests’
scientific names list explained on . It is an autocomplete field. In case a
pest you are trying to add is missing you should add it on the list first.

o Crops: Multiple selection field. The names are pulled from the crops
scientific names list explained on . It is an autocomplete field. In case a
crop you are trying to add is missing you should add it on the list first.

You can add multiple combinations of crops and pests’ relationships by using
the Add another item button.
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CONTENT ADMINISTRATION

Halko adminiscranse Lityy ot

Cropi

The application has different administrative lists with all of the content types
explained above.

Alllists share the same structure and functionality.



» FILTERS

Above each table, there are several fields that allow to filter the results on
the table so they can be found easily.

The fields that are empty will not affect the result set of the table.

The content of these fields comes from the previously explained
contents.

There is a Search free text field that searches in several fields at the same
time.

The free text input filters also perform partial searches, which means that
the word "tetra” will find both “Tetranychus” and “Eotetranychus”.

The Apply button applies all of the selected filters.

Home = A mmranas = 5

Pests

Search

Publiskhed
2
Pest type
Crop
Allected organ
Phitgsaniiary Condiion
With at least one Biblagraphy not valid
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Appty




RESULT TABLES

The tables show the most relevant columns of each content type, and each
row is a different content.

The blue titles are links that allows to order the results by that field. Clicking it
once they are ordered in ascending order and clicking it a second time,
descending.

The last column is usually for action links for edit and other direct operations
with a specific content.

The title column is also a link to the content page.

There's an option to download the results on a CSV file that can be opened

with excel.
OFERATIONS
- Ol B S - Expoule Drder columng Carlant lnkd Aicticon Ynks
UPDATED /i/m'n;/ \rrru:‘ PEST TYPE ECMMON NAME \
I itayi 23 hauri dealEs A eena, Sy Tita abichils It Tl edit

ETH 94— C5V File sxport



» TABS AND EDIT LINKS WHEN
VIEWING CONTENT

When the content is viewed and the user has certain roles, it is possible to
see both horizontal tabs near the title of the content and also edit links in
between the content to edit related information.

Usually you will see the view tab, which is view page of the content, the
edit tab and a revision tab when you have more than one revision of the
content.

Tuta absoluta

View Edit Rewvisions

Porta &l

b
Phitg mry condition: Ciarcabs S E M‘u‘_
Frasent quarantine pest i e

Bibliogranhy:
(odit} Agthor 4; 2006, Some tike. - Editor’s: Editor 1



TOOLS

REPORTS

Automatic generation of reports is one of the main features of the application.
This tool combines all of the information added to the system in a PDF report.

There are two types of reports: crops and pests.

Hallo adminkitrater  Log ou

Enquiries

Pein
Phytosar®acy condiiion

Baporis

CROPS

Crop phytosanitary reports combine information about the country, pests,
crops, phytosanitary condition and bibliography.

These reports are based on one single crop and you can use different
parameters that affect the final report.



1.Crop
The first step is the selection of the crop, using its scientific name.

Crop *
Cirus bman

2. Affected organ
You can select one or more affected organs. These parameters will include

the pests that affects the selected crop only on the selected affected organs.

Aflected argan =

Eatanic seedy Eranches Budy Bl Crown Casmings Flonwers Fruits Leaves Rooted cuttings Rioots

Roomstock punings Seediings Shacts Spiee Sem o Stolona @ Trunk Tuber Whale plant Xylem and phioem

3. Phytosanitary condition
In a similar way, you can include pests with a specific condition.

Phitosanitary conditien *
B Sbsari B Absent qurangine pest B Absent guaranting pest with aneas
under cantingency plan

E Predent guarantine pesl B Regulited non-teetintine pesl B3 Present wideby disributed
B3 Present with unonown distributeon {3 Fresent anly in some areas of the
COLIPATY
4. Sections

It is possible to exclude certain sections depending on the recipient of the
report.

COVER PAGE

B3 Inglude corver page

INDEX
& Include index



You can choose what information should be used from the crop content
depending on the recipient of the crop.

CROP GEMERAL CHARACTERISTICS

@ Include crap general characterisiics

Consumption or propagation *
& Cardmption

Propagation material

You can add information of the country and a table of all the pests that
match the previous parameters

CROP GEMERAL CHARACTERISTICS

B Include crop genaral charscteristics

Cons tion or prog

i Candumption

Propagation material

You can include information on the NPPO that comes from the country
content's field with the same name.

You have also the option to include a closure text that you can edit for
specific purposes.

All of the parameters are saved for future reports in case you want to
reuse them.

INFORMATION OF THE NPPO

B include infoemation of the NPPD

=CLOSURE TEXT
Yoo can use the following placeholder variables that will be replaced within the felds: Iculthro (crop scientific name).

Title

Text

Text formar Tt pacs con lornas § Mnre infoematian about text formans



You can include the general bibliography of the crop, a free text field on
the crop content. The actual bibliography related to the pests are always
referenced on the report when adding pests to it.

CEMERAL BIBLIDLRAPHY
B Include geseral bibdography

Finally, you can choose to add the different content IDs within the system.
This allows you to quickly identify the content that needs to be changed
in case there are modifications needed for the report.

= ADVANCED OPTIONS

Inciude Mode 10 imihe repori
Enabfe o include the mode 0% between bracieis, This could be uneful 1o Rnd the content quickby

Generate

Once you are ready setting all of the parameters, you can start building
the report with the Generate button. The application will show a progress
bar and once it finishes, it will show a status message with a link to
download the report.

ﬂ' The report has bean successlully generated, you can download it by clicking here,

The report is in PDF. Any necessary modification should be

added/changed within the application and then generate an
updated report. The purpose is to avoid quick modification




PESTS <

Starting from a list of scientific names of pests, the application will
generate a report stating the condition and bibliography of the input
pests. It is also possible to include information about the crop and
affected organ of each pest.

PESTS

Pests
Tuta abscita

Liat af pedrs, ans pef e Oaly clentile Akmes &F iyaoryam aie Sllived

Include alfected argans in the repan.
Enabde 10 include an additionsl calumn with the affecied organs.,

There's also, as per the previous report, to add a specific cover page
to the report.

= COVER PACE

Tiie
Govor page tithe

Text
Cover paga text

Text format  Tedn pidng cen fos=aa 1 Wore imfarmatan abool text formaty

! PAG.



Finally, the same as with the other report, you can choose to add the
different content IDs within the system. This allows you to quickly identify
the content that needs to be changed in case there are modifications
needed for the report.

= ADVANCED OPTHINS

Include Mode 104 1n the repait
Erdlsie 1o iaclude the fdde D between Bisdkets, This coubd be useful 1o find 1he donbint guikly

Cenerate

Once you are ready setting all of the parameters, you can start building
the report with the Generate button. The application will show a progress
bar and once it finishes, it will show a status message with a link to
download the report.

&  The report has been successfully generated, you can downioad It by clicking here,

The report is in PDF. Any necessary modification should be

added/changed within the application and then generate an
updated report. The purpose is to avoid quick modification
outside of the application and promote keeping the

-~ »

1 .



ENQUIRIES

The purpose of this tool is to be able to quickly send enquiries to the
collaborators present in the application so they can easily provide the
necessary feedback.

NEW ENQUIRY <

To start a new enquiry, you have to use the Create enquiry link of the
administration menu or the tab present within the main enquiry page.

Prododanitiary engueirg B° 30160006 {Clitus Bman | Bagierla, Crosiacsar, Mies, Fungl and pweudalangy, Inseer, Maolly 1

Mematode, PNt Lnecies, ot Vermebvate, Virus of wirsds)

The application has a wizard that allows you to create a new enquiry
step by step.

On each step, you are able to go to the next one and the previous one.
You can also cancel the creation and once you reach the last step, you
can eventually submit it.

Previous Next Cancel

Previous Subrmit Cancel



1. General initial filters

The first step has the initial filters that could help on the following steps.

» If you select a crop, pests and collaborators will be preselected in the
steps 3 and 4.

» If you select a pest type, pests and collaborators will be preselected in
the steps 3 and 4.

These two parameters can be used together, preselecting pests and
collaborators that matches both criteria.

=

. General initial filters = 2. Collaborators initial filters = 3. Pests » 4. Caollaborators

PESTS AND COLLABDRATORS INITIAL FILTERS
These Rilters help by pre-selecting pests knd callaborkboss on the rext stépd. In the cade of no filters, they can be sdded manually.

Crops
Mo

Pest type «

Bacteria

Crustacesns

Mibes

Fungl and paeudofung|
Inapct

Motk

Hamaede

Flant spacies

Protiit

Weriehrate

Winus OF virolds

You can also add a duration to the enquiry.

DURATION
From *

Date

20181230

Eg.. 2016=12=30
Uil *

Date

20hT-01-30

Equ 2016-12-30



2. Collaborators initial filters
These parameters allow you to fine tune the preselection of collaborators in

the last step.

1. General initial filters » 2, Collaborators initial filters = 3, Pests » 4, Collaborators
COLLABORATORS INITIAL FILTERS
These filters help by pre=selecting collabarators an the next steps, In the case of no fillers, they can be added manually,
Crops group

N 0
Thix i3 & special Afer that will pre-select every colfabarator of a cerdaln group on top of the ones pre-selecied by ofher Sibers

Area of influence

Place of residence

Dt A Cpiong

3. Pests
Then you need to select the pests you want collaborators to send responses
for. This will be preselected based on the previous steps but you can remove

and add new ones as necessary.

1. General initial filcers » 2. Callahorators initial filters » 3, Pests = 4. Collaborators

Pasgig *
Tuta absaluta % |
Thire Oould e pre-febecbid Seili Dated of paeyvious NHEer. Vou can add amd rfdne Mo Il Asieiidry,

4. Collaborators

The last step is to select the collaborators you want to send the enquiry to.
As with pests, this field will be preselected based on previous steps and you
can add and remove as necessary.

Collaborators *

G (1) | |

Thiere could be pre-ssbacted collaboraton Bated om pravious Ae, Wi cim K08 snd remode Mo 44 PCELLRY

The number between parenthesis shows the number of enquiries




5. Submit

When you submit the enquiry, the information will be stored internally and
both notifications and reminders will be sent automatically.

You will see the following status message:

Home & Admsniration » 5F

Enquiries LISTA

ﬂ‘ The enquiry has been addied and notifications scheduled ta be sent mamerbariky

RESPONSES

Collaborators will receive an email with a specially crafted link. It is a
unique link for each collaborator, so they don't have to have an account
on the system. This also prevents having one collaborator adding
information in place of another one.

Following the link, you will see a page similar to

I('-. ;‘II General surveillance Information System Login

i
)

Enquiry of Citrus limon for = S

Past Type Acticns
Ada'edn responsas of tha

Tutn abachsa Insact Completed - ed pesls inclued imiha
nguiny

Additional pests

Suggest & new plant pest

Buggest new pesis

Suggest A Ny BNimal pest




There are two different responses, one for animal pests and another one
for plant pests.

Both response forms have common fields and specific ones.
The common fields are:

» Presence: Simple selection field.

» States/provinces: Multiple selection field.

» Affected organ: Multiple selection field.

» Notes: Free text field.

» Bibliography: Free text field.

The specific fields for plant pests are:
* Prevalence: Simple selection field.
e Incidence: Simple selection field.
e Severity: Simple selection field.

The specific fields for animal pests are:

e Abundance: Simple selection field.
 Damage level: Simple selection field.

ADMINISTERING RESPONSES

The responses can be accessed through tables the same way as
with any other content as explained in the chapter.

He |k asdimm Ais Lt or Lisay ezt

Fres iexi seanch over enguiry’s Bitle

Apply



REQUIREMENTS AND
INSTALLATION

The application was developed using Drupal, an open source web and
content management framework, using version 7 - https://www.Drupal.org/.
It's a PHP framework that stores everything on a database.

DISK SPACE

You need a minimum of 60 MB for the code, with enough extra space to
store all of the attachment and database. It is recommended not to have
less than 15 or 20 GB in order for the applications to scale comfortably.

WEB SERVER

The application can be installed on most of the web servers available,
including Apache, Nginx, Microsoft IIS or any other as long as it supports
execution of PHP scripts.

Apache is the preferred and recommended web server which works on any
of the major operating system available like Windows, Linux, Unix, etc.

DATABASE

MySQL or similar. The alternatives that are 100% compatible are:
*  MySQL 5.0.15/MariaDB 5.1.44/Percona Server 5.1.70 or higher with
PDO support
e PostgreSQL 8.3 or higher with PDO support
e SQLite 3.3.7 or higher

PHP

Drupal works with PHP version 5.2.5 or higher. The current most stable
supported version is 5.6.26.

Drupal 7 was recently released with full support for PHP 7.x, but there could
be third party modules used that might still not be fully compatible.



INSTALLATION AND CONFIGURATION

These steps assume knowledge about the chosen web server administration and
that is already properly set up to run PHP scripts on a specific URL.

1
2.

Copy the code to the configured site root folder.

Recommended: On apache web servers, it is important that the
mod_rewrite module is installed and enabled. This module allows for
cleaner and better URLs.

Create a MySQL database or similar.

Important: Load the database with the database dump provided. Although
Drupal can be installed on an empty database, the one provided comes
with many features and customizations necessary for the application to
work.

Edit the file <root>/sites/default/settings.php and configure the details to
access the database.

Make sure the web server has write permission to <root>/sites/default/files.

GOOGLE MAPS API KEY

The application uses Google Maps to show both the phytosanitary condition on
a map when viewing pests as well as for adding coordinates to States/provinces
and countries.

For that, it is necessary that you configure an API key of your own.

Please go to https://developers.google.com/maps/documentation/javascript/get-
api-key?hl=en and follow the instructions to get an API key, and then add it to
the settings.php file mentioned above:Sconf[ geolocation_googlemaps_api_key']
= API_KEY’;



APPLICATION CREDENTIALS

Super administrator/root
User: root

Password: root
Advanced administrator
User: administrator
Password: administrator
Simple administrator
User: admin

Password: admin

Important! Please change these passwords once the system
is ready to be used.



EXTENSIBILITY AND

INFORMATION
FOR DEVELOPERS

As was mentionead previously, the application was made in Drupal, an open
source web application.

The application was delivered with all of the third-party modules that aie
downloaded and updated from http://Drupal.org as well as all of the custom
modules created specifically for this application.

This section are guidelines to know the code file structure, with pointers to
more advanced configurations that could be needed in a short term to extend or
improve the application for each NPPO.

This section is aimed to technical resources with advanced experience in web
application administration, PHP developers and if possible, Drupal developers.

DETECTION OR SUSPICIOUS NOTIFICATION

The file structure follows Drupal standards. Third-party modules are available in:
<root>/sites/all/modules/contrib

Custom modules are in:

<root>/sites/ail/modules/custom

Themes are responsible of the look and feel of the site, third-party ones are in:
<root>/sites/all/themes/contrib

and the specific themes for the application are in:
<root>/sites/all/themes/custom

SPECIFIC MODULES

» bootstrap_chosen: Adapts the styles of chosen, a third party javascript
library for the public theme based on bootstrap.

e informes: Report generation module.

* node_info_permissions: Custom permission module to show author
information on nodes.

» srif: Main module of the application, with common functions and alterers.

» srif_bibliografia: Configurations and logic for bibliography.

» srif_corncultas: Configurations and logic for collaborators.

e srif_core: Main configurations.

e srir_cultivos: Configurations and logic for crops.

» srif_deteccion: Configurations and logic for detections.

» srif_informes: Configurations for reports.

» grif_plagas: Configurations and logic for pests.

» srif_referentes: Configurations and logic for collaborators.



SPECIFIC THEMES

srif _admin: Admin theme based on the default admin Drupal theme,
with some small tweaks.

srif_public: Public access theme, minimalist and simple using
Bootstrap - http://getbootstrap.com/.

ROLES AND PERMISSIONS

You need an advanced admin role or higher.
Drupal has a very granular permissions system. It allows you to define new
roles and assign different permissions to each role.

The application comes pre-configured with the following roles:

super admin: An administrator role that has every available
permission. This role matches permissions of the root user.
advanced admin: An advanced role that allows to configure all of the
application features explained in this guide.

simple admin: A simple administration role for content and users.

full content: A role to administer every content within the application
as well as a permission to remove content.

content: A simple role to administer content but it is only allowed to
remove each user's’ content.

There are also two default roles in the system.

Anonymous user: Everyone that access the web application without
being logged in.

Authenticated user: Every user that has a username and password
regardless of the role.



Confguracksn

i Roled

= anonymous user Jocked)
= avthenticated wver focked)
ofs  super admin

J-  adwanced admin

4 dimale admin

e Full eoeeet

4 e

Add role

Save order

CFERATIONS

adit rala

adit rale

adir rale

adit ke

edii mole

Permitisions

edif permissions

edif permizsions

ein pErmigians

edit pereistions

Bl peiEisRRaNg

odif pErmiisons

edif permisgiong

Hello adminiserator  Log cut

m PERMISSIONS
G  role ssin

Shiow roes weights

On the roles administration page, you can create a new role, edit permissions

and change the order of the roles.




Permissions

Cafiflgurarkas Hells adminbitrator  Log ot

Home » Admaairanon » Peoghe
People

m PERMISSIENS
Roles ol sssign

Filter st
I

Fitwer dise by module. Use the query operator “perm” 1o filer by parmision, ¢.Q., pEImacoess.

Hide descriplians

AMONYMOUS  AUTHENTECATED SUPER.  ADVANCED  SIMPLE FLAL
il USER USER ADIMIN ADAUIN ADMIN  CONTENT

Adminisiration menw

Access adminlsiration menu

-] 5
Dhaplay the administratos meno ot the top of sach page
Fluih cachis
Acrwyy iy g0 Puech caches in che administration meny a
Désplay Drupal links -

Prerdde Drupal g Bnkin i The ddeiniiracion Mo

On the permissions page, there is a matrix where you can edit which
permissions are assigned to each role by clicking on each checkbox.



CONTENT TYPE AND FIELDS

You need a super adminrole or the root user.

L] IF  Dashboasd ' Coafiguralion Repors
Agdd new

Home » Admeriiration o Sttt [EETRE SRR ey g

Content types o Imipet
Blotks
Camen Gypes

+ Agd consent [ype Fgtyres
Flald callecton
WAME Fild dmpesdencien 7 Coll o " OPERATICNS

Mira = Couniry

Animal enguing fapanse edit
Sertingi i Crep
Tancnomy = Destectioes T
Ebliog raphy (Maching rame: b et
i Enguiry *
Collabodator (Mahing same: el Fage - edit
Taxonamy Misages -
P
Cauntry iMachee nams: g e maras Phyto L = edit
Plant ary
Crop (st hirs Sdeme: cutivg] edit
Detection Mazking name: debbegion] edit
ERLAng (Musbing fame cosmuba) wdit
Page idaching narmw: pagin wdit

mandge Nelds

manage felds

manage fizlds

manage fields

manage Naldy

manage flelde

manage display

rmanage display

manage display

ranage display

Fanage display

manags dinplay

mmanage divplay

Hilh roet

dealete

delefe

dalsin

taletn

Drupal allows you to define new content types and change options and

behavior of each one.

From here you can also manage fields for each content type, allowing
you to change and add new fields. Drupal supports different types of
fields (text, numeric, date, link, etc.) and you can also add more allowed

values to some lists fields, like pest type.

Lig ot



REPORTS TEMPLATES

Reports are generated by the “informes” module as explained above. The
structure and styling of the reports can be modified by editing certain files
on the administration theme present in
<root>/sites/all/themes/custom/srif_admin.

The files that you need to change to alter the reports’ format are:
o informes.css: CSS styles global file.
o informes-*.tpl.php: All of the files that starts with informe- and ends
with .tpl.php are template files of the reports.

VIEWS

You need a super admin role or the root user.

SIF  Dashboard  Content (5

L]

Coaligruration REpoiti

Add new wiew

Home » Admesniation » Siruciuse TR ER e, templare
s o R ——
Bloeks F
Cartem prpet
ﬂ 18 wera inatall the ad St Bl hitp: f fdrupal.oogpraject fadvanced_help, Wiews will provide mone and better belp. You can
disable this messag i et T BT
Field dependencies

+ Add new wiew  + Add vig

WIEW MAME TAG PATH OFERATIONS

Adminisiration: Modes
Display: Sywem

in code

Tiepas: Coapent

admin {admin/comerd Ed2 -

Adminisiation: Users List add, and edif wsers, admin fadmin/peopl L
Display: System

In code

Type: User

Every administration and public lists available within the application were
configured using views. It's a very important module that allows you to
create different pages with list of contents. Within this you can change the
current views as well as add new ones.



RULES

Youneed asuper adminrole or the root user.

(2] SIF Dashbaasd Cont

i A ooty Moduies  (CEMBREEGTONY  Regoms
AdminiyEraticn

Home » Admisniraton » Casfiguision » Woekliow Content authoring

Ru f!._g o Cirttom Sobeni) Meiisge *

Pate &R

Drvelapmend
+# Add reew pule % Import rule bhedin
blaiisgei Aler Semings
Reaction rules, Fsted below, react on selected events an the site, Each (RS B ramber of actions, and may have any aumber of
conditions that must be met for the actions to be exeduted. You can al RS tee Bl LI and -alone s&is of Rubes configuration that can be

uged in Rules and other paris of vour site. See the cnline dotumeniatioE T ARt Rl qr i oh Bhaw o use Rules,
SAIEm
*FILTER Ui interes
el JErvcen
Active rules ok
BAME EWENT STATUS  OPERATIONS

Detedine uter noliflanion

afer saving new content of bype Defectior Cuslom  edit disabie  clone  deiete - export
Sachine narma: rulm_deisscion_wees shedube, Weighi: ©

Inactive fules

MAME EWENT STATUS OPERATIONS

Thate ard rd IAsctve mles.,

There's another important Drupal module that allows you to define
workflow rules. Within this part of the site you can have the application
do certain actions when certain events happen as well as adding
conditions to it. Applications notifications for certain features are
configured with Rules.



Home » Adminirasenn v S uss

TAXONOMY MANAGER

Youneed a super adminrole or the root user.

SIF  Daphbossd  Contént ([IEITICIERE  Ase Peoedi  Madulis Coofsuralion  REpams
Add new

Addd view fram lemplite

Taxonomy Manager oEEy

Blocks
Acd mive vocsbulary | Edit v
Falures
Fleld colfeciocs
Vocabularies
Field g peradences.
+ Bibliography 1D fr—
Coflaborator speciaity St
Crop groug
Crops {Scientific names)

Tasonomy
Taxonommy and menu
CovErnment agencies irarehy waight
Insiiution/ pablisher Tazanammy Misages
Pests (schendthic names)
States| provinces
Tasamimy: Bacteria
Taxamnpmy. Creps
Taxopamy Crusiaceans
Taxonomy Fungl and pseudofungi
Taxanimy. niect

Taxomamy: Mitey

Taxonomy, Molusk

Taxonomy, Nematode

Taxongmy: Mant specied
Tasomsmy. Protisl

Tamanmmy Viertebrare

Taxommmy: Virus amd virglds

5 8 # ® = ® B ® ® B @ B 8 B ® B # = @

There's an advanced administration module for
taxonomies (lists). This is a third party module
and allows for a better administration of
hierarchical lists as well as providing an option to
add several terms at once.

Although all what this module do can be done
with the standard administration as previously
explained, it's a very useful module for advanced
administrators and developers.

Hilhis
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